RFP Template for State of New Jersey Technology Projects

This document is presented by the Office of Information Technology (OIT) as a template to be used when developing an RFP for a project with a technology solution expected.  This document addresses only Section 3.0, Scope of Work; the remainder of the RFP will be built using the template available from the Purchase Bureau.  This “template” is to serve as a guideline – if a section does not apply to your project, leave it out.   

Section 3.0 of the RFP is where bidders are informed what the Contractor is to provide once the contract has been awarded.  Items to be included in the bid proposals belong in Section 4. 

Some things to keep in mind when developing an RFP:

· Keep it simple – the language in the RFP should be simply written in layman’s terms.

· Avoid terms like “User-friendly” and “Easy to Maintain” as everyone’s idea of easy to use or maintain vary.

· Do not be too prescriptive as you will severely limit potential bidders (thereby restricting or eliminating competition) and possibly create a contract that cannot be awarded.

· Use examples whenever possible.

· Remember that something that is a “must have” needs to be well defined.  If a bidder cannot comply with a “must” it will be deemed unresponsive to the RFP.

· Whenever an acronym is used, be sure to define it the first time it is used; also ensure that it appears in the Definitions section of the RFP

· e.g., DCA (Dept. of Community Affairs) or DCA (Div. of Consumer Affairs).

· Use appendices whenever possible for large volumes of information (e.g., diagrams, data models, screen/report samples, documentation of existing systems, etc.). 

A Business Case Review (BCR) is required before OIT will review an agency-developed RFP.  Much of what is discussed in the BCR must appear in the RFP.

All plans for records/document management systems must have completed the Image Processing System Certification Application (http://www.nj.gov/treasury/revenue/rms/pdf-fillin/ImageCertificationApplication.pdf) and submitted it to ica@sp3.treas.state.nj.us for review by Records Management Services (RMS) who will make the recommendation for approval to the State Records Committee (SRC).  Certification by the SRC should be obtained prior to development and release of an RFP.  

Records Management circular letter: http://www.state.nj.us/infobank/circular/cir1002b.pdf
Records Management Services (RMS) home page:

http://www.nj.gov/treasury/revenue/rms/index.shtml
It is recommended that you develop evaluation criteria at this point to ensure you have included everything you need in the RFP to enable you to evaluate bids.  If Section 3 of the RFP requires something be done, make sure that in Section 4, you require the bidder(s) to detail/quantify how it will address the State’s requirement in its proposal.  
It is recommended that when developing the RFP, the pricing sheet be considered.  How will bidder’s price evaluations be done, by deliverables, phases, or in a big bang?  Whichever way is chosen, the RFP must make sure that the requirements are developed sufficiently for a bidder to accurately price its proposal.
NOTE: This template is written with a definite slant toward software development/implementation.  It may not be appropriate for other types of technology projects (e.g., Infrastructure Upgrades).  

Suggestions are always welcome for improving this document. If you would like to contribute your ideas, please write to pmo@oit.state.nj.us.

Specification Drafting Checklist 

Did I provide clear and concise specifications?

Did I distinguish the Scope of Work in Section 3 (work the Contractor(s) will be required to do)?  Use the terms “shall” and “must” to specify work the Contractor is responsible for.  Use the term “will” for work the State is responsible for.  Do not use “should” in Section 3.

· Did I use declarative statements?

· The Contractor shall;

· The System must

· Did I avoid subjective, flowery or non-specific statements?

· The Contractor should 

· The State envisions that the system will

· The State would like the option

…from Section 4 (the documentation the Bidder is to provide and will be evaluated on)

· Did I use “shall” and “must” carefully to instruct the Bidder?

· The bidder shall or must – requirement that could render the bid non responsive

· The Bidder should – nice to haves

Differentiate behind the reasoning of when to use should and shall and the order of should and shall in a section, subsection and paragraph.  Using “should” leaves more latitude for a Bidder to make a mistake and not be deemed non-responsive.  Using “shall” or “must” ensures you will get the information needed to properly evaluate a proposal and determine whether the Bidder can do the work or not.

Current operations or methodology should be documented under Section 1.2 or attachment

Avoid Bidders Conferences.  The specs should be sufficient to do the procurement without having to talk about it.

Did I get proper approvals?

· OIT and technical specification (If it says the word technology, it needs to go to OIT for approval or notice is to be provided that it does not require OIT approval).

· OMB:  Professional/IT services over $250,000 for the term of the contract.

· ARM:  Archive and Records Management approval for scanning of documents

· Business Case Review completed

Did I prepare evaluation score sheets (Technical and Cost with the associated weights) that are consistent with the evaluation criteria in Section 4 and with the items requested to be provided in the proposal?

Do I have price sheets and methodology for determining the total proposal cost?  Is the pricing tied to the deliverables so the Contractor does not get paid until the deliverable is completed and approved.
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3.0 SCOPE OF WORK

3.1 GENERAL

3.1.1 Overview of Scope of Work

Provide a concise, yet understandable description of the scope of the project identified in Section 1 of this RFP.

Identify whether this is a new system or an enhancement to an existing system and what the major components are. This includes the stated goals of the project and an explanation of the problem(s) to be addressed by the new/modified system.   If applicable, identify needs such as Contractor is dropping support for a currently installed product, the current platform (hardware and/or software) can no longer handle the volume of transactions, etc.  If applicable, identify the current volumes/metrics of the existing system. 

Specify what technical components are required (i.e., hardware and/or software). Provided the technical requirements of this RFP are met, specify if the Contractor is required to develop custom software, use a commercially available “off the shelf” (COTS) solution, or a combination of these. 

Remember to include items discussed in the BCR here and in subsequent sections of the document. 

Specify if the Contractor must provide ongoing support beyond implementation. 

Communicate whether the State requires ownership of source code or custom software developed as part of this project.  If the State is not required to own the source code, state if the State requires an escrow agreement for the code. 

If not already described in Section 1 of this RFP, describe the current technical environment here. 

(You may want a description of the current environmental factors, such as air conditioning, electrical capacity, floor space etc.).

3.1.2 Proposed Schedule

Items to consider when developing a schedule:

· Identify a projected timeframe when all or specific deliverables must be completed.

· Identify any mandatory deadlines imposed by law, regulation, etc.  

· Describe whether the project can be accomplished in phases, and if the phases may overlap.  

· Define how changes to the initial project schedule/plan are to be communicated.

· Identify with what frequency revised project schedules/plans are to be submitted (i.e. monthly). 

· Define how changes to the project scope will be handled.  Identify the change review and approval process.

· Required Timeline and Minimum Deliverables must be summarized and outlined.

· Identify any dependencies among deliverables.

Discuss the deliverable review process, timeframe for reviews, acceptance of deliverables, etc.  Remember to build in enough time for State staff to review deliverables – this is a binding contract.

Consider discussing the System Architecture Review process and how it will be included in the timeline.

3.1.3 Contractor Logistics
Identify the location(s) (e.g. client site, OIT, Contractor site) where all the work is to be/may be performed.     

Identify what the State will provide (e.g. office space, desks, telephones, network printers, parking, phones). 

Identify what the Contractor shall provide (e.g. PCs/laptops, software licenses, personal hardware) and cite any policies that govern the use of Contractor-provided equipment.

Define how exceptions to the above will be handled.

3.1.4 Role of State Technical Staff and Knowledge Transfer


Knowledge transfer is nearly impossible to measure and even harder to determine if this deliverable is complete.  Rather than state generically that knowledge transfer is required, state the responsibilities of the state staff at the end of the contract.  For example, maintaining and enhancing the application, database and/or supporting the hardware.   Considerations for knowledge transfer include:

Identify the staff to be provided by the State, including their roles, skills and level of expertise.

Identify the unit(s) that will provide the business knowledge.

Define if technical training of State staff is a requirement under this contract. 

Define the reporting relationship between State management/staff and Contractor management/staff.  

Identify if it is the State’s intention to assume responsibility for the maintenance and support of the product/system once the Contractor has completed work.   If so, describe what shall be required in order to transfer knowledge to State staff and if the Contractor must provide a plan for accomplishing this.  If known, define how this will be monitored and measured by the State.

3.1.5 Role of Quality Assurance/Project Management Contractor

Use this section for those projects which will have a Quality Assurance (QA) and/or Project Management Contractor assigned to oversee them.   Typically, the Contractor must evaluate and report regularly to the State on overall project performance, including project management processes, team organization, project schedule, budget, risks, and issues.

Identify that the State has contracted with a separate IT Management Quality Assurance/Project Management Contractor to perform project services and identify those services.

Explain the purpose of the Quality Assurance/Project Management.

Explain the Quality Assurance/Project Management Contractor’s responsibilities and that project management and approval of deliverables will remain the ultimate responsibility of the State.

State clearly that the Contractor must cooperate with the Quality Assurance/Project Management Contractor and the State with regard to the Quality Assurance/Project Management Contractor’s project responsibilities.

3.2 FUNCTIONAL REQUIREMENTS
3.2.1 Business Requirements 

Define in simple terms the major business processes which need to be addressed.

Clearly articulate the business objectives and requirements.

Identify any contract terminations, federal mandates, legislation or other issues that will impact major project deliverable deadlines.

Things to consider:

1. What are you trying to do?

2. Is it new or replacing an existing business system or process?

3. If it exists, where is it housed?

4. Is any state data being used or stored? 

3.2.1.1 Detailed BUSINESS requirements

a. These requirements should be specific to the business needs, not specific to the solution. The focus should be on WHAT the system needs to do, NOT how the system will accomplish it.

i. These requirements should include the existing business processes and the outcomes of those processes. (i.e. Create a detailed line item department budget)

ii. Use generic (non-proprietary) terminology and references in describing your requirements.  This allows for greater competition as well as minimizing the risk of a bid challenge or allegation that the requirements were slanted to a particular vendor.

iii. It is acceptable to be specific when conforming to known standards (i.e. file shall be exportable to MS Excel, Access, .csv file, etc.)

3.2.2 Project Components

These are the mandatory components of the system.

Describe each required component in detail.  Details may include, but not be limited to:

· Description of each function (e.g., Registration Processing, Payment Tracking, Ad-hoc Reporting)

· Inputs – forms, online requests, etc.

· System Files/Databases

· Data Elements and Edit Criteria

· Error Handling/Messages

· Outputs – certificates, reports, checks, etc.

· Current/projected workload volumes

· Online vs. Batch Processes

· Flow Charts

· Use Cases (include in appendices)

· Business Rules (include in appendices)

Identify the project’s impact on other systems.

If the project will be divided into phases or modules describe them in detail. If there is a preference for iterative development, it must be stated. 

3.3 TASKS AND DELIVERABLES

Maintain a separate list of all deliverables for this project and make sure that all have been identified and described in the RFP.  Be sure that for each deliverable, you have a way to determine that the deliverable is complete and therefore payable

Discuss the review and sign off process for deliverables, such as the timeframe for the state to review each deliverable.  The winning bidder will need to build this time into the project schedule.

3.3.1 Project Initiation
Identify the number of business days from contract award when the Contractor must occupy the work site and begin work.  

Define when the project kickoff meeting shall take place.

Identify all initial tasks that must be performed and the associated deliverables.  Be specific with the requirements of certain deliverables, specifically that the project schedule must include, at a minimum, the tasks, Contractor resources assigned to the tasks, milestones, dependencies, to name a few.

3.3.2 Project Management

Project management is an important aspect of any successful project.

The attached Appendix Project Management Guidelines is provided as a tool to be used in determining the Project Management requirements which must be utilized by the Contractor throughout the lifecycle of the project.

The Appendix covers suggested requirements for such areas as:

· Project Management Plan 

· Project Work Plan

· Facility Management Plan

· Transition Plan

· Communication Management Plan

· Weekly Status Reporting

· Requirements Management Plan

· Change Management Plan

· Issues Management Plan

· Risk Management Plan

· Training Plan

· Maintenance and Operations Plan

· Administrative Completion Reporting (Project closeout)

The Appendix is designed to guide you through the process of defining Project Management requirements for your RFP and the information contained within the Appendix has been designed as a “menu” of Requirements and your choices can either be copied and pasted into the Project Management section of the RFP or edited in the Project Management Appendix and a reference made in this section to refer to the Project Management Appendix for requirements.  These choices can also be modified to tailor the chosen requirements to meet the specific needs of your project.  

3.3.3 Quality Management
Project Quality Management ensures that the project satisfies the needs for which it was undertaken. Quality management includes:

· Quality Planning – Identifying quality standards relevant to the project and determining how to satisfy them.

· Quality Assurance – Evaluating overall project performance on a regular basis to provide confidence that the project will satisfy the established quality standards and meet business objectives (“doing the right thing”).

· Quality Control – Monitoring specific project results to determine if they comply with relevant quality standards and identifying ways to eliminate causes of unsatisfactory performance (“doing things right”).

· State whether the Contractor must be responsible for development of a Quality Management Plan.

· Identify when the plan is due and how it will be maintained.

· Define the quality activities required.

· Define the State standards that must be followed (i.e. hardware, software, programming, documentation, stress testing, security).

· State whether quality review meetings, quality audits and “lessons learned sessions” are required and their frequency.

3.3.3.1 Change Management

An important element of developing an RFP is planning for and anticipating change.  It is common for defined requirements to need modification upon commencement of a Contractor engagement.  To protect the state’s interests as well as making the process as smooth as possible, the change control process that will be used for the engagement must be defined within the RFP and agreed upon by all parties. (See Change Management Plan in accompanying Appendix: Project Management Guideline).

3.3.4 Technical Requirements

Describe where in the project life cycle this Contractor engagement shall take place (i.e., for the entire software development lifecycle (SDLC) or only one phase, such as requirements gathering).

If this is a new application or major enhancement to an existing system:

· If there is an existing conceptual design provide it as an   attachment.

· State if there is a specific design methodology that must be followed, such as RUP or Waterfall, and why.  

· Define all development standards that must be followed, which must be consistent with the State of New Jersey Shared IT Architecture.

· Define if the Contractor shall use an iterative approach to development 

· Describe what tools (e.g. development, testing) will be used, if there is a preference, which must be consistent with the State of New Jersey Shared IT Architecture.  

State whether the Contractor shall be required to review/refine the provided requirements and if Joint Application Development (JAD) sessions shall be required to do so.

If applicable, state what additional details can be found within this RFP’s appendices.   

3.3.5 Information Management
State how data is to be submitted (e.g., via forms or online).Include samples of the input forms, if available.  

Define if specific database(s) are required and what Relational Data Base Management System (RDBMS) must be used (e.g., Oracle).  If a specific version of the RDBMS is required, state that.

If data conversion is required:

· Define what type of data exists, the projected volumes, and where it is located

· Define who is responsible for data cleansing 

· Describe how the converted data will be validated

· Define both the Contractor’s and the State’s role in data conversion/validation

If data encryption was identified at the Business Case Review, state that the system must encrypt data in transit and at rest, both data in the database and unstructured data.

State that information architecture shall be consistent with the NJ Enterprise Information Management Framework (NJ EIMF).

State that the Logical Data Model shall be developed consistent with the New Jersey Enterprise Logical Data Model and use the New Jersey Data Naming Standard.

State that the Logical data models shall be fully normalized, that the logical data models shall be used to generate initial physical data models (model-driven design), that denormalization as a performance technique shall only be used in the physical models where necessary, and that in all other aspects the logical and physical data models shall be kept in sync so that the logical data models continue to be the authoritative source of data-based business rules.

The Physical Data Model must be derived from the Logical Data Model and use the New Jersey Data Naming Standard. Any changes to the physical database schema must be made by first updating the Logical Data Model as needed, then the Physical Data Model, and then the database schema.

If a data warehouse is required, state that the core data warehouse subject areas shall be normalized, account for changes over time, and use conforming dimensional (reference) data where it is available.

If data will be maintained outside of State managed infrastructure, describe the frequency and method by which that data shall be replicated back to the State so that it is available for reuse or in the event of a vendor disruption. 

3.3.6 Data Query and Reporting 
Describe the type of queries and reports required.  Distinguish between operational and historical reports.  Provide samples, if possible.   Estimate the percentage of reporting in each of the following areas (totals to 100%):

· Pre-built operational reporting

· Ad hoc operational reporting

· Parameterized analytical reporting

· Ad hoc analytical reporting

· Data mining, What-If analysis, and/or Statistical modeling

Define data warehouse and/or data mart needs for the integration of and reporting on historical data.  If a data warehouse, indicate that the Contractor must work with OIT’s Data Management Services (DMS) unit to build it, 
State whether there is a preference for specific reporting tools, and whether an installed base already exists.

Define document composition needs, if applicable

3.3.7 Interfaces
Describe any existing or planned interfaces to other systems and if modifications to these systems will be required.  If modifications to existing system are required, define who is responsible for making those changes and the ramifications if they are not ready when needed (e.g., if the State is responsible, and the changes are not ready when the Contractor is ready, what happens?   How will the impact to the Contractor’s schedule be handled/compensated?).

Describe if the data is shared in real-time or in batch processes.

State that the enterprise data warehouse environment will be the mechanism for batch data interfaces to the greatest extent possible.

State that XML-based web services will be the mechanism for real-time data interfaces to the greatest extent possible.

Describe if data is sent to other systems, received from other systems or both.

Describe if the system will require the use of the State of NJ Portal or Single-sign-on web service

3.3.8 Assessments/Plans

The Contractor must provide a detailed system design document showing Security Plan, Disaster Recovery Plan and Contingency Plan.  Logical and physical diagrams are required.

· Security Plan

The Contractor must provide a security plan for the proposed solution.  The document must describe the administrative, physical, technical and systems controls to be used by the system and/or services.  The Contractor's security plan must, at a minimum, provide security measures for the following areas:

· Facilities Physical Security and Environmental Protection

· System Security

· System Data Security

· Network Security

· Administrative and Personnel Security

The security plan must provide for review of the Contractor's operations and control system for the proposed solution.  The Contractor must have the capability to detect and report attempted unauthorized entries into the facility and system.  All security requirements for the Contractor apply to development, testing, production and backup systems.

In addition, in the security plan the Contractor must identify, address and/or define:

· Regulations and security requirements – how the Contractor must address security requirements such as PCI, HIPAA, FISMA and etc.

· System, Administrative and Personnel Security - the security responsibilities of and supervision required for information owned and / or operated by the Contractor. Security responsibilities include responsibilities for administration of the infrastructure, implementing or maintaining security and the protection of the confidentiality, integrity, and availability of information systems or processes.

· Workforce Security - the control process for hiring and terminating of Contractor’s employees, and method used for granting and denying access to the Contractor’s network, systems and applications.  Identify and define audit controls when employment of the employee terminates.  Identify rules of behavior.

· Role-based security access – the products and methods provides role-based security, access enforcement and least privilege.

· Account Management – the products and methods identify and control the account types to meet defined regulation and security requirements.

· Password Management – the appropriate password management controls to meet defined regulation or security requirements.

· Logging / Auditing controls – the Contractor’s audit control methods and requirements.  The controls must address but are not limited to all user access and user identification linked to any changes to the system and data, and provide an audit process that will make all audit data accessible to state and federal audit staff.  The audit trail of all transactions should track date, time, user, and end-user device that initiated the transaction.  The audit data must be protected, non-repudiated and restricted to authorized staff.  Retention of the audit records will be retained online for at least ninety days and further preserve offline for a period of the contract or required State and Federal laws and regulations.

· Incident Management – the methods for detecting, reporting and responding to an incident, vulnerabilities and threats. The methods are tested and exercised.

· Vulnerability / Security Assessment – the products and methods used for scanning for vulnerabilities and remediation of the vulnerabilities.  Identify and define methods used for initiating and completing security assessments.    All systems and applications must be subject to vulnerability assessment scans by an independent and accredited third party on an annual basis.

· Application Security – where the Contractor is providing application hosting or development services, the Contractor at a minimum must run application vulnerability assessment scans during development and system testing.  Vulnerabilities must be remediated prior to production release.

· Application Partitioning and Single Tenant – where the Contractor is providing application hosting or development services, the Contractor will have a separate and unique (single tenant) partition, infrastructure and media.

· Anti-virus / malware controls – the products and methods for anti-virus and malware controls that meet industry standards.  It must include policy statements that require periodic anti-viral software checks of the system to preclude infections and set forth its commitment to periodically upgrade its capability to maintain maximum effectiveness against new strains of software viruses.

· Network Security – where the Contractor has access to State confidential data, and that data will traverse the Contractor’s network, the Contractor must maintain the Contractor’s network security to include, but not be limited to: network firewall provisioning, intrusion detection and prevention, denial of service protection, annual independent and accredited third party penetration testing, and maintain a hardware inventory including name and network address.  The Contractor must maintain network security that conforms to current standards set forth and maintained by the National Institute of Standards and Technology (NIST), including those at: http://web.nvd.nist.gov/view/ncp/repository.

· Database – the products and methods for safeguarding the database(s).

· Data Integrity – the products and methods on the integrity of all stored data and the electronic images, and the security of all files from unauthorized access.  The Contractor must be able to provide reports on an as-needed basis on the access or change for any file within the system.

· Server and infrastructure – the products and methods for "hardening" of the hardware’ operating systems and software.

· Wireless, Remote and Mobile Access – where the Contractor has access to State confidential data, and that data traverses the Contractor’s network, the Contractor must have security controls for provisioning accounts, authorization, account/credential verification, audit/logging, VPN, and TCP/UDP ports restrictions. 

· Transmission - the products and methods on how its system addresses security measures regarding communication transmission, access and message validation.  

· Continuous Monitoring – where the Contractor has access to State confidential data, and that data will traverse the Contractor’s network, the Contractor must have products and methods for monitoring malicious activity, malware, intrusions and audit records within the Contractor’s network.

· Security Audit – the Contractor must allow State assigned staff full access to all operations for security inspections and audits which may include reviews of all issues addressed in description of the security approach and willingness to enter into good faith discussions to implement any changes.

· Change / Configuration Management and Security Authorization – the Contractor must establish a change / configuration methodology, establish a baseline configuration and track changes to the configuration.  Identify and maintain a list of software programs authorized to execute on a system.  When the Contractor has a major change to the system or application, the State’s project manager is notified and a security reauthorization must be approved.

· Risk Management – the Contractor must establish a risk management plan, technical and security risks are identified, reported and mitigated.

· Confidentiality and Non-Disclosure Agreements – when requested, the Contractor and all project staff including its subcontractor(s) must complete and sign confidentiality and non-disclosure agreements provided by the State. The Contractor may be required to view yearly security awareness and confidentiality training modules provided by the State. Where required, it must be the Contractor’s responsibility to ensure that any new staff sign the confidentiality agreement and complete the security awareness and confidentiality training modules within one month of the employees’ start date.

The State reserves the right to obtain, or require the Contractor to obtain, criminal history background checks from the New Jersey State Police for all Contractor and project staff (to protect the State of New Jersey from losses resulting from contractor employee theft, fraud or dishonesty) when requested.  If the State exercises this right, the results of the background check(s) must be made available to the State for consideration before the employee is assigned to work on the State’s project.  Prospective employees with positive criminal backgrounds for cyber-crimes will not be approved to work on State Projects.  Refer to the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-12, An Introduction to Computer Security:  The NIST Handbook, Section 10.1.3, Filling the Position – Screening and Selecting.

The Contractor shall disclose to the State of New Jersey a description of their roles and responsibilities related to electronic discovery, litigation holds, discovery searches, and expert testimonies.  The Contractor shall disclose it process for responding to subpoenas, service of process, and other legal requests 

· Disaster Recovery Plan

The Contractor must be required to submit its Disaster Recovery plan, identifying locations and systems – to ensure that they can continue to satisfy RFP requirements within 24 hours, in the event its primary location is rendered unusable.  The plan must detail how the Contractor must ensure that the primary location and/or systems destroyed in such a disaster would be made available to meet the 24 hour time frame.  The plan must be tested. The plan must be reviewed and updated annually.

In addition to the standard disaster recovery plan’s language:

If the Contractor is responsible for Disaster recovery, describe your needs for Disaster Recovery, which provides for duplicating computer operations, to be used in the case of data center unavailability due to catastrophes such as fire, flood, earthquake, etc.  State that the disaster recovery plan must include routine off-site backup as well as a procedure for activating vital information systems in a new location.

For both, include your requirements for acceptable downtime and restoration expectations, both in timeframes and acceptable data loss.   Keep in mind that the more stringent your requirements, the more costly the solution is likely to be.    

Disaster Recovery Recommendations and Considerations for a Contractor hosted solution: 
· Distance requirement recommendations: Distance from the primary/production site to the DR site is determined by the nature of potential hazards.  High earthquake zones, wet/dry areas, hurricanes, tornadoes, etc. can destroy both sites if close together.  A safe distance is considered 35 miles from the production site.  If the geographic distance is not feasible, then the DR site must be supported with separate electric utility grid and be in a separate flood plain with emergency generator capacity.   

· Location of DR site, power grid, bandwidth, etc recommendations: Essential business functions must be supported by disaster recovery capability that includes a secondary site in excess of 35 miles from the primary site (when feasible), be fed by a different power grid, have sufficient cooling and emergency generator power capacity.  It is highly recommended that a separate power grid, with generator backup, be used for failover and disaster recovery sites.  The processing power of the DR and failover site must be similar to the primary site.
· If the Contractor is responsible for Disaster recovery, describe your needs for Disaster Recovery, which provides for duplicating computer operations, to be used in the case of data center unavailability due to catastrophes such as fire, flood, earthquake, etc.  State that the disaster recovery plan must include routine off-site backup as well as a procedure for activating vital information systems in a new location.

· For both, include your requirements for acceptable downtime and restoration expectations, both in timeframes and acceptable data loss.   Keep in mind that the more stringent your requirements, the more costly the solution is likely to be.    

· Contingency Plan

The Contractor must be required to have a contingency plan identifying key personnel, organization units and alternate sites with telecommunications and computers.  The plan must be tested.  The plan must be reviewed and updated annually. 

Reference:

NIST Special Publication 800-53A - Guide for Assessing the Security Controls in Federal Information Systems and Organizations (http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final_updated-errata_05-01-2010.pdf).

3.3.9 Documentation
Define the types of technical and user documentation that must be provided in order for the State to use, support, and/or maintain the system.

State whether a Documentation Plan must be submitted.

Define the format (e.g., printed, electronic) in which the documentation must be provided.

State if documentation is required in additional languages other than English

Give specifics as to what items must be included in the documentation.

Describe how the documentation will be maintained during the course of the engagement.

3.3.10 Training 
If the Contractor is responsible for providing training:

· State whether the Contractor must produce a comprehensive training plan and when it is due. 

· Describe the types of training that must be conducted (e.g. system admin, end user, etc.), the projected number of people to be trained and their job function. 

· State whether the Contractor must develop all curricula and prepare all training materials

· State if the Contractor is responsible to create/maintain a training database on which to conduct classes

· State if online tutorials and/or help screens must be required.

· Define whether training will be conducted in classrooms, via the web, or a combination.

· State if Train-the-Trainer sessions are needed.

· Define who will provide the training facilities/environment and coordinate scheduling for classes, trainers, and attendees.

· Define what Contractor and/or State staff will be needed to perform the training.

· Define whether the Contractor must be responsible to track and assess ongoing training in order to make improvements 

· State whether the Contractor must develop and implement evaluation and attendance tools

· State whether the Contractor must develop evaluation materials

· State whether the Contractor must develop student quizzes

· State if a metric exists for success of training, for example, 85% of participants must pass assessment on the first attempt.

· State timing of training, for example, “just in time” training must occur within xx weeks of rollout.

· State the approximate number of people that will be trained and the level of training required.

If training is required and proficiency of the new application is required, consider setting a proficiency level for passing per individual and the percentage of students that must pass overall?
3.3.11 System Testing
State whether the Contractor must be responsible for a System Test Plan.  If a Test Plan is required, state that State Contract Manager approval will be required.

Define who will conduct the testing and whether State staff will be involved.

Describe the type(s) of testing that is required (e.g. end-to-end application, stress, Quality Assurance, backup and recovery).  

If a separate system test environment is needed, define if the Contractor or the State is to be responsible for its creation and maintenance.  If it must replicate the production environment, state this. 

Define who is responsible for creating test data and verifying test results.

If applicable, define any specific testing tools the Contractor must use.

Define how system test problems will be tracked and resolved and who is responsible for it.

Define how success will be determined.
3.3.12 User Acceptance
For User Acceptance Testing:

· Define whether the Contractor or the State is responsible for the test plan and test data

· If a separate user acceptance environment is needed, define if the Contractor or the State is responsible for its creation and maintenance.  If it must replicate the production environment, state this. 

· Define the expected duration of the testing.

· Describe what tests will be conducted (e.g. system functions, data conversion, system performance)

· Define who is responsible for conducting the tests.

Define how success (i.e., “acceptance”) will be determined (e.g., it meets the business needs). 
3.3.13 Implementation

State whether the Contractor is responsible for an Implementation Plan and what must be included in it.

Describe how the implementation will take place; some options may be:

· Pilot the application first in all or a limited number of locations (define the anticipated duration)

· In phases (by business function or location, internal functions before public-facing functions, etc.)

· All at once (all functions, all locations)

If the Contractor is responsible for the installation of IT equipment, define the responsibilities. For example, if the Contractor is replacing existing hardware, state whether is the Contractor must be responsible for removal, sanitization and disposal of that hardware.

If the Contractor is developing custom code and the state owns and maintains the code at the end of the contract, make sure that the RFP asks for a copy of the software code as readable lines of code, as opposed to the encrypted deployable file.

3.3.14 Project Closeout

Define project completion criteria (i.e. what determines that the project is complete).

If a concluding status report is required at the end of the project, describe what it is expected to contain (e.g. work accomplished and deliverables completed, compliance with all RFP specifications, etc.).

Define all items that must be turned over to the State at this time (documentation, data, etc.)

3.3.15 Post implementation Support and Maintenance
Define the technical support and/or maintenance that the Contractor must provide post-implementation, including:   

· When it begins and the duration
· State whether the Contractor is responsible for developing a Turnover Plan, what must be included and when it is due
· What system components are to be included
· Define the Help Desk model.  Will the Contractor take full responsibility?  Will the State (OIT or the agency) triage calls prior to passing on to the Contractor?
· Define the documentation that will be provided to users and who is responsible for creating and maintaining it.
· How support requests will be submitted (e.g. toll free hotline, online)
· How requests will be approved and tracked
· What the expected response time to inquiries is (in hours, business days, etc.)
· Whether a Support and Maintenance model has been outlined
· Whether support can be provided from an off-site location, or if a resource is required to come on-site.
If at the end of the contract, this must be rebid, include language regarding the transition to a new Contractor and what must be transitioned, hardware, application, data, people, etc.
3.4 TECHNICAL ENVIRONMENT
3.4.1 State Technology Requirements and Standards
The Contractor must be subject to the same security and infrastructure review processes that are required by NJOIT and its partner Departments and Agencies. The Contractor must submit relevant documentation and participate in the System Architecture Review (SAR) process.     Additional information on this process can be found at: http://www.nj.gov/it/reviews/.

In addition to the standard state technology requirements’ language:

This sub-section must reference the State of New Jersey Shared IT Architecture (provide as a link only) and state that any proposed solution must adhere to it or provide compelling justification why it does not.

Ensure that the requirements are consistent with State technology future direction.    For example, does it ensure that network communication is IP based?  

Ensure that relevant information has been provided, including, but not limited to:

· Application software

· Application support technical environment

· Systems/environmental software and configuration

· Network management

· Voice network

· Data network

· Operations environment

· PC/LAN management

· General/administrative organization and processes

· Documentation

Define whether all hardware provided must be EPP (Environmentally Preferable Products) compliant or meet Energy Star or EPEAT (Electronic Product Environmental Assessment Tool) standards.

3.4.2 System Design
The Contractor must develop a system that uses a standards-based design that follows the State of New Jersey Shared IT Architecture.

The Contractor must replicate all State data on its system(s) to a designated State system in a format and frequency as defined in the Contract, or if not defined, in an open standards machine-readable format designated by the NJ Office of Information Technology no less frequently than once a month.

The State of New Jersey and the Contractor shall identify a collaborative governance structure as part of the design and development of service delivery and service agreements.

The Contractor must identify all of its strategic business partners who will be involved in any application development and/or operations.

The State has a mature enterprise data warehousing environment that is based upon a hub-and-spokes model, with a fairly normalized data warehouse hub supplying data to multiple physical and virtual data marts using conformed dimensions.  The data warehouse hub is the State’s interface mechanism for system-to-system batch data transfers.

1. Where batch data from other State systems is required by the Contractor’s system for operational functionality, that data must be routed through the enterprise data warehousing staging area.  Independent feeds of operational data from individual source systems are not permitted.

2. Where there is a need to combine data from the Contractor’s system with data from other systems purely for analytical purposes, the Contractor must be required to supply data to the enterprise data warehouse where that integration will occur.

3. Independent data warehouse silos based upon a transactional system are not permitted.  The Contractor must be required to supply data from its system to the enterprise data warehouse on a nightly basis to support other state analytical needs.

The Contractor must be required to coordinate these efforts with the State’s Office of Enterprise Data Services (OEDS).

If applicable, provide a description of the NJ State Portal and its role in authentication, authorization and audit services.

3.4.3 Hosting and Backup Services
For “outsourced hosting services”, the Contractor must demonstrate the ability to not only secure  the physical application infrastructure utilizing the above mentioned security requirements, but also control and secure physical access to the application hosting facilities, the racks supporting network infrastructure and processing server equipment, web, application and database servers.  The backed-up data is not commingled with other customer data.

If the Contractor is not supplying “dedicated” hardware resources to host State of New Jersey applications and data, the Contractor must demonstrate its strategy to maintain application and/or stack isolation using commercially available security devices to maintain security zones, routing isolation and access control to infrastructure devices and access/security logging (AAA) within its infrastructure.

3.4.4 Extranet Plan
The communication links between the State of New Jersey and the Contractor can be through a MPLS cloud (preferred) or IPSEC tunnel over the Internet based upon the connectivity requirements and cost constraints.  

The Contractor must provide and maintain two (2) extranet communication links into the State of New Jersey.  One of these links will be active and one will be a "hot" spare.  These links must terminate as follows:  

· Link 1 – Ethernet speed or greater communication circuit must be established from the Contractor's data or communication center to the State of New Jersey’s Primary Data Center at OIT HUB, 1 Schwarzkopf Drive, West Trenton, NJ to operate as the primary data path.  This data circuit must provide the primary path and should terminate on the State of New Jersey side into the Contractor-owned and maintained equipment, which in turn would provide an Ethernet connection to the State’s Extranet Partner access point at OIT Hub (firewall). 

· Link 2 – Ethernet speed or greater communication circuit must be established from the Contractor's data or telecommunication center to the State of New Jersey’s SAC Data Center - River Road PO Box 7068 W. Trenton, NJ 08628 to operate as the secondary data path.  This data circuit will provide a secondary backup path and should terminate on the State of New Jersey side into the Contractor-owned and maintained equipment, which in turn would provide an Ethernet connection to the State’s Extranet access point at SAC (firewall).
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Once the communication links are established and testing is completed, the OIT Hub will be the primary link to the Contractor.

The Contractor must work with the sponsoring agency and OIT to establish an Extranet Partner relationship.  This would require completion of an Extranet Partner agreement and supporting documentation; reference the State of New Jersey’s extranet policy 09-11-NJOIT (http://nj.gov/it/ps/security).  In addition, the Contractor must work with OIT network group to establish the appropriate routing protocols based on the system requirements and OIT security group to establish appropriate firewall rule sets to accomplish necessary business data flow. 

The communication links can connect to a MPLS cloud or IPSEC tunnel over the Internet based upon the connectivity requirements and cost constraints.  Once the communication links are established and testing is completed, the OIT Hub will be the primary link to the Contractor. 

The State of New Jersey and the Contractor will be required to follow the State’s Extranet Policy and Procedure, and complete the application form, MOU, operational form and security controls assessment checklist.

3.4.5 Transmission of Files
The State of New Jersey supports multiple methods for data transfers internally within the Garden State Network or external to an extranet or business partner.  The transmission of all files between the Contractor and the State system must be transferred securely using the State file transfer methodology.  The State will work with the Contractor in the implementation of the file transfer process.  The secure file transfer must meet the state and federal security guidelines and standards.

The State of New Jersey provides both asynchronous and synchronous file transfer methodologies. 

Synchronous:
1) Connect:Direct Secure ++ is a supported option for file exchange with the State of New Jersey IBM mainframe. 

2)  FTPS over SSL (Explicit – port 21) is a supported option for file exchange for connections originating from the State of New Jersey IBM Mainframe. Must support RFC2228.

3) SFTP (FTP over SSHv2 or greater) is a supported option for file exchange with State of New Jersey distributed servers (non-IBM Mainframe). 

Asynchronous:

1) The State of New Jersey’s DataMotion is a supported option for non-automated or “ad-hoc” file exchange with State of New Jersey.  A client license is required.

2)  The State of New Jersey’s DataMotion-DataBridge is a supported option for automated file exchange with the State of New Jersey.

The Contractor must be required to test the file transfer with the State system on all file transfers prior to full implementation. 

During the life of the contract, the State may revise or change the file transfer method and/or format for the transmission of files to accommodate real time processing, and use case specific information and the Contractor must be required to conform to all requirements.

Reference:

NIST Special Publication 800-47 - Security Guide for Interconnecting Information Technology Systems (http://csrc.nist.gov/publications/nistpubs/800-47/sp800-47.pdf)

3.4.6 System Performance, Availability and Reliability
Define the stress and load testing required to test system performance.

State whether an Application Impact Analysis (AIA) must be performed and if there is a requirement for use of a specific tool for accomplishing this.  An AIA serves two main purposes: 

· Determine the effect of the network on the application. This includes how network environment variables such as bandwidth, latency and congestion affect the end user experience for this application. The transaction processing time in the test lab will be compared to “real world” processing times. The Application Impact Analysis must help identify code that is written inefficiently (bandwidth sensitive or chatty) for Wide Area Network (WAN) deployment.

· Determine the effect of the application on the network. With multiple concurrent application users deployed to remote locations, and throughout the Internet (if applicable), the analysis identifies how much bandwidth (if any) will need to be added to the State network infrastructure to support the new application. It must also identify transactions that are inherently bandwidth intensive.

Do not ask the Contractor to supply their proposed times for availability, recovery and business continuity, instead, define minimum response time and system uptime requirements.

Define what activities and timeframes are acceptable for scheduled system downtime.

State whether the Contractor must provide system restore and recovery procedures and the recovery time requirements.

Describe how the system must be continually monitored for performance, including any requirements for the usage of specific tools.

For “outsourced hosting services”, the Contractor must demonstrate the ability to not only secure  the physical application infrastructure utilizing the above mentioned security requirements, but also control and secure physical access to the application hosting facilities, the racks supporting network infrastructure and processing server equipment, web, application and database servers.

If the Contractor is not supplying “dedicated” hardware resources to host State of New Jersey applications and data, the Contractor must demonstrate its strategy to maintain application and/or stack isolation using commercially available security devices to maintain security zones, routing isolation and access control to infrastructure devices and access/security logging (AAA) within its infrastructure. 

3.4.7 Business Continuity 

If the Contractor is responsible for Business Continuity, describe your needs for Business Continuity such as high availability/failover in the case of, for example, a hardware/component failure.  Do you require the system to remain up and available 24X7, or can you continue business operations if the system, or a part of it is down.  The system includes the application and the data.  Keep in mind that the more stringent your requirements, the more costly the solution is likely to be.    

3.4.8 Document Management 
Describe the document management needs (e.g., to capture, organize, track and retrieve documents) and with which components it must integrate.  For example, generic document management capabilities may include:

· Scan Document – image a document and identify document type

· Retrieve Document – for viewing on screen

· Annotate Document – with signature or other information

· Browse Documents – view documents

· Document Report – list of documents available

· Print Documents – to printer

· Send Documents – via email or facsimile

· Track Document Version – if the document is updated, all versions will be kept

· Manage Archive and Retention Schedule – determine how and when documents are archived or become unnecessary.

Describe the types of documents to be scanned, the minimum acceptable scanning resolution, where they will be stored and whether they need to be available immediately for retrieval.

Describe how documents will be captured and retrieved and if it will be done centrally or at multiple locations.

Describe whether documents are delivered for scanning, possibly at a later time, or if a customer will be present during the process and requires the original documents to be returned once scanned.  

State that any document management process must be able to be certified by the State Records Committee (SRC).  Additional information can be found at: http://www.nj.gov/treasury/revenue/rms/index.shtml
NOTE: SRC review and approval must be required for document management components in the RFP.  For more information, refer to Circular Letter 10-02-OMB and the Imaging Certification Process website:

http://www.nj.gov/treasury/revenue/rms/imgcertificationprocess.shtml
5.9 DATA CONFIDENTIALITY AND SECURITY

5.9.1 Data Confidentiality

All financial, statistical, personnel, customer and/or technical data that is supplied by the State to the Contractor, or that the Contractor obtains through its work for the State are confidential.  The Contractor must secure all data from manipulation, sabotage, theft or breach of confidentiality.  The Contractor is prohibited from releasing any financial, statistical, personnel, customer and/or technical data obtained from the State that is deemed confidential.  Any non-Contractual use, sale, or offering of this data in any form by the Contractor, or any individual or entity in the Contractor’s charge or employ, must be considered a violation of this Contract and may result in Contract termination and the Contractor’s suspension or debarment from State contracting.  In addition, such conduct may be reported to the State Attorney General for possible criminal prosecution. 

The Contractor must assume total financial liability incurred by the Contractor associated with any breach of confidentiality.

The Contractor will not access the State of New Jersey’s User Accounts or data, except (i) in the course of data center operations, (ii) response to service or technical issues or (iii) at State of New Jersey’s written request.

5.9.2 DATA SECURITY STANDARDS

Data Security: The Contractor at a minimum must protect and maintain the security of data traveling its network in accordance with generally accepted industry practices.
· Any Personally Identifiable Information must be protected.  All data must be classified in accordance with the State’s Asset Classification and Control policy, 08-04-NJOIT (www.nj.gov/it/ps).  Additionally, data must be disposed of in accordance with the State’s Information Disposal and Media Sanitation policy, 09-10-NJOIT (www.nj.gov/it/ps).

· Data usage, storage, and protection is subject to all applicable federal and state statutory and regulatory requirements, as amended from time to time, including, without limitation, those for Health Insurance Portability and Accountability Act of 1996 (HIPAA), Personally Identifiable Information (PII), Tax Information Security Guidelines for Federal, State, and Local Agencies (IRS Publication 1075), New Jersey State tax confidentiality statute,  N.J.S.A. 54:50-8, New Jersey Identity Theft Prevention Act, N.J.S.A. 56:11-44 et. seq., the federal Drivers’ Privacy Protection Act of 1994, Pub.L.103-322, and the confidentiality requirements of N.J.S.A. 39:2-3.4.  Contractor must also conform to Payment Card Industry (PCI) Data Security Standard.
Data Transmission:  The Contractor must only transmit or exchange State of New Jersey data with other parties when expressly requested in writing and permitted by and in accordance with requirements of the State of New Jersey. The Contractor must only transmit or exchange data with the State of New Jersey or other parties through secure means supported by current technologies. The Contractor must encrypt all data defined as personally identifiable or confidential by the State of New Jersey or applicable law, regulation or standard during any transmission or exchange of that data.
Data Storage:  All data provided by the State of New Jersey or State data obtained by the Contractor in the performance of the Contract must be stored, processed, and maintained solely in accordance with a project plan and system topology approved by the State Contract Manager. No State data shall be processed on or transferred to any device or storage medium including portable media, smart devices and/or USB devices, unless that device or storage medium has been approved in advance in writing by the State Project Manager.  The Contractor must encrypt all data at rest defined as personally identifiable information by the State of New Jersey or applicable law, regulation or standard.  The Contractor must not store or transfer State of New Jersey data outside of the United States.
Data Scope: All provisions applicable to State data include data in any form of transmission or storage, including but not limited to: database files, text files, backup files, log files, XML files, and printed copies of the data.
Data Re-Use:  All State data must be used expressly and solely for the purposes enumerated in the Contract. Data must not be distributed, repurposed or shared across other applications, environments, or business units of the Contractor.  No State data of any kind must be transmitted, exchanged or otherwise passed to other Contractors or interested parties except on a case-by-case basis as specifically agreed to in writing by the State Contract Manager. 

Data Breach:  Unauthorized Release Notification:  The Contractor must comply with all applicable State and Federal laws that require the notification of individuals in the event of unauthorized release of personally identifiable information or other event requiring notification. In the event of a breach of any of the Contractor’s security obligations or other event requiring notification under applicable law (“Notification Event”), the Contractor must assume responsibility for informing the State Contract Manager within 24 hours and all such individuals in accordance with applicable law and to indemnify, hold harmless and defend the State of New Jersey, its officials, and employees from and against any claims, damages, or other harm related to such Notification Event.  All communications must be coordinated with the State of New Jersey.
End of Contract Data Handling:  Upon termination/expiration of this Contract the Contractor must first return all State data to the State in a usable format as defined in the Contract, or in an open standards machine-readable format if not.  The Contractor must then erase, destroy, and render unreadable all Contractor copies of State data according to the standards enumerated in accordance with the State’s most recent Information Disposal and Media Sanitation policy, currently 09-10-NJOIT (www.nj.gov/it/ps) and certify in writing that these actions have been completed within thirty (30) days after the termination/expiration of the Contract or within seven (7) days of the request of an agent of the State whichever shall come first.

[THE FOLLOWING ADDITIONAL LANGUAGE IS TO BE USED INVOLVING FEDERAL TAX INFORMATION (FTI) OR PERSONAL IDENTIFIABLE INFORMATION (PII) RECEIVED FROM THE IRS OR VALIDATED AGAINST IRS FTI/PII.

5.9.3 Federal Tax Information Security
(Tax Information Security Guidelines for Federal, State, and Local Agencies (IRS Publication 1075)

GENERAL SERVICES

I. PERFORMANCE

In performance of this contract, the Contractor must comply with and assume responsibility for compliance by his or her employees with the following requirements:

(1) All work must be performed under the supervision of the Contractor or the Contractor's responsible employees.

(2) Any Federal tax returns or return information (hereafter referred to as returns or return information) made available must be used only for the purpose of carrying out the provisions of this contract. Information contained in such material must be treated as confidential and must not be divulged or made known in any manner to any person except as may be necessary in the performance of this contract. Inspection by or disclosure to anyone other than an officer or employee of the Contractor is prohibited.

(3) All returns and return information will be accounted for upon receipt and properly stored before, during, and after processing. In addition, all related output and products will be given the same level of protection as required for the source material.

(4) No work involving returns and return information furnished under this contract will be subcontracted without prior written approval of the IRS.

(5) The Contractor must maintain a list of employees authorized access. Such list will be provided to the agency and, upon request, to the IRS reviewing office.

(6) The agency will have the right to void the contract if the Contractor fails to provide the safeguards described above.

II.   CRIMINAL/CIVIL SANCTIONS

(1) Each officer or employee of any person to whom returns or return information is or may be disclosed shall be notified in writing by such person that returns or return information disclosed to such officer or employee can be used only for a purpose and to the extent authorized herein, and that further disclosure of any such returns or return information for a purpose or to an extent unauthorized herein constitutes a felony punishable upon conviction by a fine of as much as $5,000 or imprisonment for as long as five years, or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that any such unauthorized future disclosure of returns or return information may also result in an award of civil damages against the officer or employee in an amount not less than $1,000 with respect to each instance of unauthorized disclosure. These penalties are prescribed by IRC Sections 7213 and 7431 and set forth at 26 CFR 301.6103(n)-1.

(2) Each officer or employee of any person to whom returns or return information is or may be disclosed shall be notified in writing by such person that any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this contract. Information contained in such material shall be treated as confidential and shall not be divulged or made known in any manner to any person except as may be necessary in the performance of this contract.  Inspection by or disclosure to anyone without an official need to know constitutes a criminal misdemeanor punishable upon conviction by a fine of as much as $1,000.00 or imprisonment for as long as 1 year, or both, together with the costs of prosecution.  Such person shall also notify each such officer and employee that any such unauthorized inspection or disclosure of returns or return information may also result in an award of civil damages against the officer or employee [United States for Federal employees] in an amount equal to the sum of the greater of $1,000.00 for each act of unauthorized inspection or disclosure with respect to which such defendant is found liable or the sum of the actual damages sustained by the plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a willful inspection or disclosure which is the result of gross negligence, punitive damages, plus the costs of the action. The penalties are prescribed by IRC Sections 7213A and 7431.

(3) Additionally, it is incumbent upon the Contractor to inform its officers and employees of the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C.552a. Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to Contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a Contractor, who by virtue of his/her employment or official position, has possession of or access to agency records which contain individually identifiable information, the disclosure of which is prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of the specific material is so prohibited, willfully discloses the material in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000.

(4) Granting a Contractor access to FTI must be preceded by certifying that each individual understands the agency’s security policy and procedures for safeguarding IRS information. Contractors must maintain their authorization to access FTI through annual recertification. The initial certification and recertification must be documented and placed in the agency's files for review. As part of the certification and at least annually afterwards, Contractors should be advised of the provisions of IRC Sections 7431, 7213, and 7213A (see Exhibit 6, IRC Sec. 7431 Civil Damages for Unauthorized Disclosure of Returns and Return Information and Exhibit 5, IRC Sec. 7213 Unauthorized Disclosure of Information). The training provided before the initial certification and annually thereafter must also cover the incident response policy and procedure for reporting unauthorized disclosures and data breaches.  (See Section 10) For both the initial certification and the annual certification, the Contractor must sign, with either ink or electronic signature, a confidentiality statement certifying their understanding of the security requirements.

III. INSPECTION

The IRS and the Agency shall have the right to send its officers and employees into the offices and plants of the Contractor for inspection of the facilities and operations provided for the performance of any work under this contract.  On the basis of such inspection, specific measures may be required in cases where the Contractor is found to be noncompliant with contract safeguards.

TECHNOLOGY SERVICES

I. PERFORMANCE

In performance of this contract, the Contractor must comply with and assume responsibility for compliance by his or her employees with the following requirements:

(1)  All work will be done under the supervision of the Contractor or the Contractor's employees.

(2) Any return or return information made available in any format must be used only for the purpose of carrying out the provisions of this contract. Information contained in such material will be treated as confidential and will not be divulged or made known in any manner to any person except as may be necessary in the performance of this contract.  Disclosure to anyone other than an officer or employee of the Contractor will be prohibited.

(3) All returns and return information will be accounted for upon receipt and properly stored before, during, and after processing. In addition, all related output must be given the same level of protection as required for the source material.

(4) The Contractor certifies that the data processed during the performance of this contract must be completely purged from all data storage components of his or her computer facility, and the Contractor must retain no output at the time the work is completed.  If immediate purging of all data storage components is not possible, the Contractor certifies that any IRS data remaining in any storage component shall be safeguarded to prevent unauthorized disclosures.

(5) Any spoilage or any intermediate hard copy printout that may result during the processing of IRS data will be given to the agency or his or her designee.  When this is not possible, the Contractor must be responsible for the destruction of the spoilage or any intermediate hard copy printouts, and shall provide the agency or his or her designee with a statement containing the date of destruction, description of material destroyed, and the method used.

(6) All computer systems receiving, processing, storing, or transmitting Federal tax information must meet the requirements defined in IRS Publication 1075. To meet functional and assurance requirements, the security features of the environment must provide for the managerial, operational, and technical controls.  All security features must be available and activated to protect against unauthorized use of and access to Federal tax information.

(7) No work involving Federal tax information furnished under this contract shall be subcontracted without prior written approval of the IRS.

(8) The Contractor must maintain a list of employees authorized access. Such list must be provided to the agency and, upon request, to the IRS reviewing office.

(9) The agency shall have the right to void the contract if the Contractor fails to provide the safeguards described above.

II. CRIMINAL/CIVIL SANCTIONS:

(1) Each officer or employee of any person to whom returns or return information is or may be disclosed shall be notified in writing by such person that returns or return information disclosed to such officer or employee can be used only for a purpose and to the extent authorized herein, and that further disclosure of any such returns or return information for a purpose or to an extent unauthorized herein constitutes a felony punishable upon conviction by a fine of as much as $5,000 or imprisonment for as long as 5 years, or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that any such unauthorized further disclosure of returns or return information may also result in an award of civil damages against the officer or employee in an amount not less than $1,000 with respect to each instance of unauthorized disclosure.  These penalties are prescribed by IRC sections 7213 and 7431 and set forth at 26 CFR 301.6103(n)-1.

(2) Each officer or employee of any person to whom returns or return information is or may be disclosed shall be notified in writing by such person that any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this contract.  Information contained in such material shall be treated as confidential and shall not be divulged or made known in any manner to any person except as may be necessary in the performance of the contract.  Inspection by or disclosure to anyone without an official need to know constitutes a criminal misdemeanor punishable upon conviction by a fine of as much as $1,000 or imprisonment for as long as 1 year, or both, together with the costs of prosecution.  Such person shall also notify each such officer and employee that any such unauthorized inspection or disclosure of returns or return information may also result in an award of civil damages against the officer or employee [United States for Federal employees] in an amount equal to the sum of the greater of $1,000 for each act of unauthorized inspection or disclosure with respect to which such defendant is found liable or the sum of the actual damages sustained by the plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a willful inspection or disclosure which is the result of gross negligence, punitive damages, plus the costs of the action. These penalties are prescribed by IRC section 7213A and 7431.

(3) Additionally, it is incumbent upon the Contractor to inform its officers and employees of the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a.  Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to Contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a Contractor, who by virtue of his/her employment or official position, has possession of or access to agency records which contain individually identifiable information, the disclosure of which is prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of the specific material is prohibited, willfully discloses the material in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000.

(4) Granting a Contractor access to FTI must be preceded by certifying that each individual understands the agency’s security policy and procedures for safeguarding IRS information.  Contractors must maintain their authorization to access FTI through annual recertification.  The initial certification and recertification shall be documented and placed in the agency's files for review. As part of the certification and at least annually afterwards, Contractors should be advised of the provisions of IRC Sections 7431, 7213, and 7213A (see Exhibit 6, IRC Sec. 7431 Civil Damages for Unauthorized Disclosure of Returns and Return Information and Exhibit 5, IRC Sec. 7213 Unauthorized Disclosure of Information). The training provided before the initial certification and annually thereafter shall also cover the incident response policy and procedure for reporting unauthorized disclosures and data breaches. (See Section 10) For both the initial certification and the annual certification, the Contractor must sign, either with ink or electronic signature, a confidentiality statement certifying its understanding of the security requirements.

III. INSPECTION:

The IRS and the Agency shall have the right to send its officers and employees into the offices and plants of the Contractor for inspection of the facilities and operations provided for the performance of any work under this contract. On the basis of such inspection, specific measures may be required in cases where the Contractor is found to be noncompliant with contract safeguards.
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